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Abstract—As technologies and services that leverage cloud
computing evolve, more and more businesses or individuals are
using them. However, as users increasingly use and store personal
information in cloud storage, research on privacy protection
models in the cloud environment is becoming more important. A
self-destructing scheme has been proposed to prevent the
decryption of encrypted user data after a certain period of time
using a DHT network. However, the existing privacy protection
model does not mention the method of setting the threshold value
considering the availability and security of the data. Therefore, in
this paper, we propose an optimal threshold finding method
considering both data availability and security of privacy
protection model by applying regression analysis.

II. RELATED WORK
A. Self-Destructing Scheme
In 2009, Geambasu et al. proposed Self-Destructing Scheme
to protect privacy of electronic data.
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Fig. 1. Vanish: Self-Destructing Scheme

The Self-Destructing Scheme divides the key used to encrypt
the data into several shares and distributes it to the distributed
hash table network where the data disappears after a certain
period of time.
The proposed Self-Destructing Scheme in [3] and [4] do not
require the user to perform any delete operation or a third party
to delete the data. Also, if the attacker obtains a copy of the data
or the key used to encrypt, the data can not be decrypted after a
user-specified period of time.

I. INTRODUCTION
Cloud computing means entrusting data to information
systems that are managed by external parties on remote servers
"in the cloud". Cloud computing technology is considered to be
more popular because of its convenience, scalability, and
availability. In fact, many companies are taking significant
economic benefits by using cloud computing for data related to
the services they provide.
As users increasingly use and store personal information in
cloud storage, research on privacy protection models in the
cloud environment is becoming more important[1]. To do this,
Shamir Secret Sharing[2] is used to divide the keys required for
encryption into several pieces and use them to decrypt the
encrypted user data after a certain period of time using a
distributed hash table network Self-Destructing Scheme.
However, the existing Self-Destructing Scheme does not
mention a method for setting a threshold value considering the
availability and security of the encrypted data. Therefore, in this
paper, we propose a method to find optimal threshold value
considering the availability and security of data in SelfDestructing Scheme by applying regression analysis.
In Section 2, the existing Self-Destructing Scheme and
regression analysis are discussed. In Section 3, the problems and
suggestions of existing research are described. In Section 4,
experimental results and performance evaluation are analyzed.
Finally, in Section 5, conclusion of this paper and future research
plans are discussed.
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B. Regression Analysis
Regression analysis, which is one of the supervised learning,
is a method of estimating the relationships among variables[5].
A typical method of measuring fitness in regression analysis is
residual analysis. In this paper, we use the method of finding the
residuals of the predicted and actual results and minimize them.
We apply the nonlinear regression analysis model to reduce
the error of the distribution of input values and result values.
Unlike the linear regression analysis model, the nonlinear
regression model has a feature that its structure is not linear with
respect to the coefficients. The nonlinear regression model is
more complicated than the linear regression model, but also the
least squares technique is used in estimating the parameters.
More details on this will be discussed later in Section 3.
When dividing a key into shares using Shamir Secret Sharing
in the Self-Destructing Scheme, the total number of key shares
and the number required for decryption should be determined by
considering data availability and security.
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The similarity between the graphs is measured using the
Gromov-Hausdorff distance using the length, curvature, and
area divided by the graph [7]. As the degree of similarity
between the graph drawn with the specific threshold value and
the ideal graph is higher, the user can be guaranteed the access
time desired by the user. And also if the period expires, not only
the user but also the attacker can not obtain the key even if the
user does not perform any other delete operation.
The nonlinear regression model for finding the optimal
threshold is mentioned in equation (1). Based on the training set
and the results, the least squares method is used to minimize the
residual sum of squares in order to generate a graph to infer the
optimal threshold.
When developing a least squares estimator for a nonlinear
model, we encounter complex problems that were not seen in
linear models. Given a training set, the estimates of � and � are
obtained by minimizing the following equation.

III. PROPOSED SCHEME
In this section, we discuss our proposed threshold
estimation based on regression analysis in Self-Destructing
Scheme and learning phase consisting of training phase and
testing phase. As discussed in more detail in this section,
previous works do not mention at all how to determine the
optimal threshold for data availability and security. Therefore,
we propose a solution to this problem.
A. System Architecture and Assumptions
As mentioned above, in the Self-Destructing Scheme, when
dividing the key shares, the number of total shares and the
minimum number necessary for decryption must be determined.
And according to [3], the total number of divided key shares and
the minimum number required to decrypt are related to the
availability and security of the data. However, the method of
determining the optimal threshold ratio considering availability
and security is not mentioned.
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����� means residual sum of squares and (2) is differentiated
with respect to � and � and each derivative is set to 0, the
following equations can be obtained.
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Unlike the least squares estimation equation of the linear
model, (3) and (4) are nonlinear with respect to the parameter
estimators �� and �� . Therefore, the estimator can not be
calculated for the elementary matrix algebra, and an iterative
process should be used. Many methods have been introduced to
minimize the residual sum of squares in nonlinear models. In
this paper, we apply the Gaussian and Newton method to find
the least squares estimator.
Applying the regression analysis model in the proposed
environment is important because it is very hard to find the
optimal value by analyzing the results of all the thresholds in the
Self-Destructing Scheme. Also, due to the characteristics of the
distributed hash table network(churn), the optimal threshold
value for determining the availability and security of the data to
be protected is different every time the nodes are added or
deleted.

Fig. 2. Availability of Data According to Threshold Ratio

Figure 2 shows the graph of the same total number of N key
shares with different thresholds. If the ratio of the threshold
value is 95%, the user-specified time required to maintain the
data is not satisfied. If the threshold value is 45%, the key shares
are not completely lost even after a certain period of time, which
may cause a security problem. This problem is caused by the
peculiarity of distributed hash table network, and studies for
solving this problem are also actively proceeding [6].
In order to consider both the availability and security of data,
we need to find thresholds with the most similar results to the
ideal graph. Therefore, in this paper, we propose a method to
find the optimal threshold value by using regression analysis
based on the similarity and the threshold value of the graph.
�

�

�

Y = α + �� ��� �� ��� + �� �� + . . . + �� �� � + ε

(1)

(1) is a nonlinear regression function for measuring the
availability of data according to a threshold value. Y means the
similarity of the graph based on the ideal graph and the actual
threshold value and �� means threshold value.

Fig. 3. Flowchart of Learning Process for Regression Analysis
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Figure 3 is a flowchart of the learning process for regression
analysis. When the learning process starts, we assign weights to
thresholds that are likely to be similar to the ideal graph and
select thresholds. If a graph based on a threshold value is
observed as shown in Fig. 2, the similarity with the ideal graph
is measured and the presence or absence of an additional training
set is checked.

Algorithm 2 Testing Phase
1: if there is testing set then
2: extract data information from testing set
3: N = total number of key shares
4: T = threshold ratio
5: NE = closest N from training set
6: TE = estimated threshold
7: set current time
8: measure data availability graph
9: if the user-specified time is expires then
10:
F = similarity of availability graph with ideal
11:
FE = similarity of estimated availability graph
12:
save the result of testing set
13: else
14:
wait until the user-specified time is expires
15: end if
16: else
17: update nonlinear regression equation
18: end if

B. Training Phase for Regression Analysis
The learning process for calculating the linear regression
equation consists of a training phase and a testing phase. Data
sets used as learning groups are divided into training set and
testing set at a ratio of 7: 3.
Algorithm 1 Training Phase
1: if there is training set then
2: extract data information from training set
3: N = total number of key shares
4: T = threshold ratio
5: set current time
6: measure data availability graph
7: if the user-specified time is expires then
8:
F = similarity of availability graph with ideal
9:
save the result of training set
10: else
11:
wait until the user-specified time is expires
12: end if
13: else
14: calculate nonlinear regression equation
15: end if

Similar to the training phase, when the testing phase begins,
it first determines the presence or absence of a data set. Then,
information such as total number of key shares, threshold ratio,
size of data and user-specified time is extracted from the testing
set. In the process of initializing the variables based on the
information obtained from the data set, we initialize the closest
N value among the training sets and the estimated optimal
threshold ratio to verify the fitness of the nonlinear regression
equation. After the above procedure, we update the nonlinear
regression equation based on the actual results and estimated
values. The testing phase can minimize the error of the nonlinear
regression equation.

Algorithm 1 is the pseudocode for the training phase. The
training phase measures the availability graph of the data based
on the data set for learning and calculates the similarity with the
ideal graph. The main purpose of the training phase is to
calculate the nonlinear regression equation based on the input
value(threshold ratio) and the output value(similarity of
availability graph).
When the training phase begins, firstly, if training set exists,
information such as total number of key shares, threshold ratio,
size of data and user-specified time are extracted. Then, initialize
the necessary information into variables and measure the
availability and form a graph. If the user-specified time expires,
measure the similarity to the ideal graph and store the result. The
training phase repeats the above steps until there are no more
training sets, and the nonlinear regression equation is calculated
after all the training sets have been learned.

IV. EVALUATION
Table 1: Experiment Environment

DHT Network Type

Vuze(Azureus)

Num. of Key Shares

100

Num. of Training Set

1000

Table 1 shows the experimental environment for
performance evaluation in this paper. In the Vuze distributed
hash table network environment, which is widely used as P2P
application, we constructed 100 key shares and 1000 training
set for the learning process. More specifically, it is divided into
700 training sets and 300 fitness test groups. At this time, one
training set has a key  ܭfor encryption and 100 key shares
ܭଵ ǡ ܭଶ ǡ ǥ ǡ ܭଵ .

C. Testing Phase for Regression Analysis
Algorithm 2 is the pseudocode for the testing phase. The
testing phase is a process basically similar to the training phase
and is the process of verifying the fitness of the nonlinear
regression equation which calculated as a result of the training
phase.
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Figure 5 compares the availability graph of the data with the
ideal graph based on the thresholds estimated through
regression analysis. Comparing the results of the other
thresholds in figure 2 above, when the key shares were
distributed with the estimated thresholds, the key shares were
retained in the distributed hash table environment for 8
hours(user-specified time), and after user-specified time,
almost all key shares disappeared .

The scenario for performance evaluation in this paper is as
follows. First, we generate a key  ܭfor encrypting the data and
generate 100 key shares using Shamir Secret Sharing. The
initial learning group does not have a threshold set for obtaining
the full key from the key shares. Therefore, we prioritize the
thresholds that the measured availability graph is expected to
be similar to the ideal graph, and randomly select the results.

V. CONCLUSION
Self-Destructing Scheme is proposed as a model to protect
the privacy of personal information in the cloud computing
environment. However, the existing Self-Destructing Scheme
does not mention the method of determining the threshold
considering data availability and security. Therefore, in this
paper, we propose a method to find optimal threshold
considering both availability and security of data by applying
nonlinear regression analysis. In addition, the availability of the
data with the estimated threshold value by the regression
analysis and the result are sufficiently reliable.
However, there is a limitation that the threshold estimation
proposed in this paper takes much time in the learning process.
This is because the time spent in the learning process is
dependent on the user-specified time. Therefore, in the future,
we will study methods to minimize the time required for the
learning process by using approaches such as clustering or
parallel computation.

Fig. 4. Regression Analysis According to Similarity Graph

Figure 4 shows the result of analyzing the similarity
between the data availability graph according to the threshold
value and the ideal graph mentioned in figure 2. Based on the
output value(similarity of availability graph) of the input
value(threshold ratio), we derive function and graph for
determining optimal threshold value using nonlinear regression
function. And then, the threshold value at the point where the
similarity of the graph is highest is calculated and applied to the
actual Self-Destructing Scheme.
The prediction of the threshold value through regression
analysis has an important meaning, because the shape of the
graph continuously changes as the learning progresses, and that
the optimum threshold value differs depending on the size of
the data and the number of key shares.
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