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(for example, smartphones and tablets using 
both Wi-Fi and 3G/4G networks) and future 
demands (for example, wireless sensor or vehic-
ular networks).

IPv6 DNS Configuration Approaches
Figure 1 shows the reference model for DNS 
server configuration in IPv6 networks.

IPv6 Router Advertisement Approach
An IPv6 host can obtain information about 
available DNS server addresses and the server 
search list using the recursive DNS server 
(RDNSS) option for a list of addresses for DNS 
name resolution, or the DNS search list (DNSSL) 
option for a list of domain suffix names for 
fully qualified domain name construction.4  
Figures 2a and 2b describe the router adver-
tisement RDNSS and DNSSL option formats, 
respectively. A detailed option field descrip-
tion is available elsewhere.4 This approach uses 
existing neighbor discovery transport mecha-
nisms (that is, router advertisement and router 
solicitation).

The router adver tisement approach for 
DNS options is similar to how IPv6 hosts use 
neighbor discovery to learn about routers and 
prefixes on a link. An IPv6 host can config-
ure the IPv6 DNS server address and the DNS 
search list via a router advertisement message 
periodically sent by a router or solicited by an 
IPv6 host’s router. In this approach, the routers 
sending the advertisements must be configured 
with the DNS server address and DNS search 
list. The network administrator can manually 
configure the routers, or the configuration can 
be automated, such as through a DHCPv6 cli-
ent running on the router. When advertising 
more than one RDNSS option, a router adver-
tisement message can deliver as many RDNSS 
options as it can accommodate in an IPv6 
datagram. The same rule applies to the DNSSL  
option.

Through the Neighbor Discovery Protocol 
(NDP), when delivering an RDNSS option and 
DNSSL option as well as a prefix information 
option with one router advertisement message, 
an IPv6 host can simultaneously configure its 
own IPv6 address, DNS server addresses, and 
DNS search list. By using a one-way router 
adver tisement message, this network con-
figuration minimizes configuration time. Net-
works that support neighbor discovery will 

also support the router advertisement options 
for RDNSS and DNSSL. These options include a 
lifetime field that the IPv6 host can configure 
to a value that will let the client time out the 
entry and switch over to another DNS server 
address or DNS search name list near its current 
roaming network. However, from an implemen-
tation viewpoint, lifetime might make matters a 
bit more complex. For example, instead of just 
writing the DNS configuration file, such as a 
resolv.conf in Unix (or Linux) for the list of DNS 
server addresses and DNS search list, the IPv6 
host must run a daemon (or a program that’s 
called at the defined intervals) that continu-
ously monitors the DNS server lifetime.

To reduce DNS query resolution time, the 
IPv6 host uses the most recently received DNS 
server address and DNS search list, assuming 
that the most recently received router adver-
tisement reflects the locality of the nearest DNS 
server and DNS search list. In addition, mobile 
hosts moving to different domains are usually 
denied access to DNS servers from outside their 
access network. Thus, DNS query resolution 
should use the most recently announced DNS 
servers rather than the servers announced in 
the previous access network.

DHCPv6 Approach
DHCPv6 includes the DNS recursive name 
server option and the domain search l ist 
option.5 Figures 2c and 2d describe these two 
DHCPv6 DNS option formats. Field descriptions 
are available elsewhere.5 The DNS servers and 

Figure 1. Reference model for DNS con�guration 
in IPv6 networks. In this model, the network 
administrator must precon�gure the router 
advertisement and DHCPv6 approaches in 
the router and DHCPv6 server. Anycast can be 
con�gured in the IPv6 host independently.
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IPv6 neighbor discovery and DHCPv6 (or state-
less DHCPv6) pass the addresses of the DNS serv-
ers accessible through IPv6. Thus, dual-stack 
hosts must combine information about IPv4 and 
IPv6 DNS services into a single list. The IETF’s 
Multiple Interfaces (MIF) working group is 
developing a specification for this function. In 
theory, the responses returned by a DNS server 
are independent of the IP version used to query 
the server, and all DNS servers should return 
the same response to a given query. Therefore, 
all DNS servers can be considered equivalent. 
The network administrator can also use the 
well-known anycast addresses approach in this 
dual-stack scenario together with the router 
advertisement and DHCPv6 approaches in the 
same way as in the enterprise network dis-
cussed earlier.

In the third case, a dual-stack gateway 
(denoted as CPE) is connected to an IPv4-only 
ISP (similarly to the first case). If a gateway pro-
vides IPv6 connectivity for IPv6 hosts by man-
aging tunnels, it must also provide access to a 
DNS server for the IPv6 hosts through the tun-
nels. This case is different from the first in that 
the tunnel for IPv6 connectivity (as IPv6 over 
IPv4) originates from the dual-stack gateway CPE 
instead of the unmanaged network’s IPv6 host.

In the last case, a gateway (denoted as CPE) 
is connected to an IPv6-only ISP. This is similar 
to the second case because the gateway has an 
IPv6 stack and is connected to an IPv6 ISP net-
work. We can use DHCPv6 and stateless DHCPv6 
for IPv6 DNS configuration in the IPv6 hosts. 
We could also use the router advertisement 
approach and well-known anycast addresses 

approach because the unmanaged network and 
the ISP network are IPv6 networks. The net-
work in this case is a pure IPv6 network con-
sisting of an IPv6 unmanaged network and an 
IPv6 ISP network — different from the second 
case, where IPv4 and IPv6 networks coexist.

The gateway CPE doesn’t always pass the 
same DNS con f igu rat ion in format ion to 
the hosts in the unmanaged network that the 
gateway uses for its own DNS resolution. For 
example, in the third case, the gateway obtains 
DNS information from the DHCPv4 server and 
uses it for DNS name resolution. On the other 
hand, this gateway can provide IPv6 hosts in 
the unmanaged network with the different DNS 
information obtained through the tunneled 
IPv6 network.

I Pv6 network administrators and users can 
use Table 1 to select the appropriate DNS con-

figuration for their networks.
As the table shows, the router advertise-

ment approach is appropriate for mobile net-
works (such as 3G/4G networks) serving mobile 
devices because it can configure them for their 
IPv6 address and DNS configuration (that is, 
RDNSS and DNSSL) together in a router adver-
tisement message, leading to efficient link usage 
for DNS configuration. The router advertise-
ment approach also suits unmanaged networks 
(for example, small home and office networks 
using a WLAN) that don’t need tight network 
access control.

The DHCP option is appropriate for enter-
prise and ISP networks requiring tight network  

Table 1. Comparison of three approaches for IPv6 DNS configuration.

Approach
Con�guration 
place

No. of 
messages for 
con�guration

DNS  
server 
address 
option

DNS  
search  
list option

Related  
RFC

Target 
networks Implementation

Router 
advertisement 
option

Router 1 Yes Yes RFC 6106 Mobile 
networks, 
unmanaged 
networks

iOS, Windows, Linux, 
FreeBSD, Cisco IOS

DHCP option DHCP server 2 Yes Yes RFC 3646 Enterprise 
networks, 
ISP networks

iOS, Android, 
Windows, Linux, 
FreeBSD, Cisco IOS

Well-known 
anycast 
addresses

IPv6 host 0 Yes No None ISP networks N/A
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administration because it’s used for IPv6 
address configuration to authenticated network  
nodes. The DHCP option for DNS search list is 
also provided to IPv6 hosts in enterprise and 
ISP networks that use the DNS search list for 
DNS name resolution.

Centrally configured ISP networks can use 
the well-known anycast addresses approach for 
DNS service configuration such that anycast 
routing can load balance DNS queries from IPv6 
hosts in customer networks (such as unmanaged 
networks) toward DNS servers. Because routers 
in these networks don’t use the DNS search list 
for DNS name resolution, the well-known any-
cast addresses approach is sufficient.�
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