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Abstract—As the basis of the most existing blockchain networks, Proof of Work (PoW) consensus protocol highly relies
on the computational resources, and thus causing a huge waste
of energy. Proof of Stake (PoS) is the alternative to relieve the
PoW dilemma. However, it is also under threat, i.e., discouragement attack, which is a way to bring down the blockchain
networks without any effective defense against it. To prevent
the discouragement attack, the founders of Ethereum argue that
the system should set a withdraw delay instead of allowing the
validators entry/exit quickly. But how to determine the delay is
still an open question. In this paper, we adopt the cyber insurance
idea and propose the insurance contract to help determine the
withdraw delay, as well as the insurance claim to relieve the loss of
victims. Speciﬁcally, instead of requiring the insurance premium
from the validators, the cyber insurer ﬁrst signs the contract
with the blockchain representative (e.g., beacon chain). Then the
blockchain representative would sign a series of contracts with the
validators. By such design, the validators can obtain the insurance
claim without paying the premium, while the blockchain networks
can keep the validators staying online to resist the discouragement
attack. Finally, through the simulations, we demonstrate that
the proposed model is capable of providing adaptive insurance
contracts for the different validators and keeping the proﬁts of
the blockchain network and the cyber insurer.
Index Terms—Blockchain, Proof of Stake, discouragement
attack, cyber insurance, contract theory.

acquired signiﬁcant attention. Ethereum is another world’s
leading programmable project [4] based on the blockchain
technology framework [5]. Unlike Bitcoin mostly focusing
on the ﬁnancial issues, Ethereum aims at being a ”World
Computer”, which allows everyone to be a developer to write
his own code in order to create new kinds of applications [5].

I. I NTRODUCTION

As a result, the aggravation of the hash rate competition
causes a huge waste of resources. Numerous researchers are
seeking for new alternatives that serve as the same function.
Proof of Stake (PoS) is ﬁrstly proposed in the Bitcoin Forum
[9], i.e., the leader selection relies on the number of stake
rather than the computational resources. Ethereum Foundation
initiated the Ethereum 2.0 [10] to realize this mechanism. As
one of the most popular blockchain projects, it also introduces
the sharding technology to further improve the performance.

As the decentralized computing paradigm, the tamper-proof
ledger and the trustless platform, blockchain technology is capable of various of the commercial and industrial applications.
Blockchain was ﬁrst proposed by Nakamoto in the remarkable
project [1], and designed to perform as a platform with
the characteristics of permissionless, decentralization, tamperresistance, transparency for the trustless parties [2]. With the
advent of Bitcoin (BTC) [3], the blockchain technology has

The basic idea of the blockchain is that a series of undeniable blocks that are veriﬁed by the different parties without
a central party. These blocks are connected with each other
before and after within one chain. The core technology of
coordinating all the participants across the distributed network
is called consensus protocol. The ﬁrst practicable consensus
protocol in the blockchain framework is known as the Proof
of Work (PoW) [1], which requires all the participants can
win the opportunity of mining block only by competing their
hash rate with each other. In the early development stage
of the blockchain, PoW indeed provides the beneﬁts, such
as Denial-of-Service (DoS) attack defense and Sybil attack
defense. The success of Bitcoin [4] has proved this point. Also,
the Ethereum Foundation deployed PoW in their 1.0 version,
wherein many distributed applications has been developed
based on it, e.g., DAI [6], DeFi [7], Wyre [8] and so on.
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Every validator is able to exit/entry the sharding committees
at the end of each round. However, the blockchain network
that is deployed with PoS is also vulnerable to a series of the
new forms of attacks. Vitalik explored a new type of attack
that may bring down the whole blockchain network, which is
called Discouragement Attack [11].
Recently, Vitalik publishes a new idea about the validator
sharding set update [12], which prevents the validators from
all withdrawing as soon as they perform a large scale attack
before they can be detected. A better way is to set a withdrawal
delay, and thus, the validators can exit their sets by waiting
in a queue for withdrawing. This idea is obviously resistant
to the discouragement attack, but there still exits some open
questions, i.e., how to determine the withdrawal delay for all
the validators and how to select the validators in a queue. With
the consideration of the risk introduced by the discouragement
attack, it is necessary to design an appropriate incentive
scheme for the blockchain networks, which encourage the
validators to stay online as well as neutralize the risk for the
whole networks.
Cyber insurance is a useful economic tool for transferring
the cyber risk, which motivates more and more researchers
to investigate it in various network scenarios. Khalili et al.
[13] investigate the interdependent nature of cybersecurity and
the latest Internet measurement for evaluating the security
posture. They focus on the theoretical details more, the other
promising works regarding the cyber insurance, see e.g., [14]
and [15]. Their “interdependent nature” idea does a good job of
explaining the relation between the entities and the networks,
which can also apply to the participants and the blockchain
networks. Feng et al. [16], adopt the cyber insurance tool to
neutralize the cyber risk caused by double-spending in the
blockchain network and model the problem as a two-stage
Stackelberg game. Other cyber insurance researches in the
networks, see e.g., [17], [18] and [19].
Inspired by the above work, we explore the discouragement
attack within the PoS mechanism in the blockchain networks with shards, adopt the cyber-insurance as an incentive
for motivating the validators’ online duration. Owing to the
anonymity of the validators and the weak leadership of the
beacon chain, there exists the information asymmetry problem
between them. Therefore, we formulate the problem under
the contract theory [20] framework. First of all, we analyze
the discouragement attack model and the expected loss for all
kinds of validators (i.e., malicious, censored, uncensored), and
propose the contract design with the attack model. Second, we
can determine the the different validators’ delay (the time when
they are permitted to leave) and specify their insurance claim
by the contracts. The beacon chain with a weak leadership
design the contracts for all the validators and pay all the
premium for the risk incurred by the discouragement attack,
and the cyber insurer will pay the claim for the victims. The
validators would prefer such ‘free’ contracts for their beneﬁt.
Last but not the least, by determining the delay and the claim
at the same time, the blockchain networks, cyber insurer and
the validators can beneﬁt from the contracts. We prove the

Fig. 1. An overview of the blockchain networks with shards.

feasibility of the contracts and present the optimal results in
the simulation.
The rest of the proposed paper is organized as follows.
In Section II, we present the system model, including the
discourage attack model, reward distribution, expected loss,
grieﬁng factor and the utility models of the beacon chain,
cyber insurer and validators. In Section III, we provide the
speciﬁc design of contract, including problem formulation and
optimal solutions. In Section IV, we illustrate the simulation
results and the analysis. In Section V, we give the conclusion
for the proposed scheme.
II. S YSTEM M ODEL
In this section, we ﬁrst introduce the discouragement attack
model, the reward distribution function, the expected loss, then
present the utility models for the validators, beacon chain and
the cyber insurer.
A brief overview of the system model can be referred to
Fig. 1. We propose the contract theoretic incentive scheme,
and use the cyber insurance as the incentive for validators’
participation. We will explain the details of the work process
in order. (1) The main chain that is deployed with the PoW
consensus protocol is the ﬁrst layer of Ethereum 2.0, which
is responsible for recording all the ﬁnalized transaction, as
well as recruiting the validators. (2) The malicious validators
are controlled by the attacker, and blend in with other honest
validators in the validator pool. All of the validators will
be randomly selected by RANDAO+VDF [10] to form the
different sharding committees. (3) The beacon chain that is
deployed with PoS consensus protocol is the second layer
of Ethereum 2.0, which is responsible for recording the administrative transactions of all the sharding committees. Thus,
the beacon chain is able to design the contracts with a weak
leadership. (4) A block manager with a temporary leadership
signs the insurance contract with the cyber insurer, and pays
the premium for the validators. (5) The cyber insurer will
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pay the claim for the victims if there exists a discouragement
attack.
From the incentive perspective, the beacon chain tries to
maximize the participation (i.e., delay and online deposits)
to hold its market value and minimize the premium for the
insurer. For the validators, the malicious ones would like to
choose the contract with a small ‘delay’, but they cannot
escape from the security review when waiting in the queue.
The honest ones prefer the contracts with a longer online time,
which means a higher claim for the potential risk, but an
inappropriate contract would lead to a lower proﬁt.

l2 =

k=0

B. Reward Distribution Function and Expected Loss
To better analyze the attack model, the paper [11] introduces
a useful concept called grieﬁng factor and a reward distribution
function with the bounded grieﬁng factor. If there exists
a majority attack, the validators can be identiﬁed as three
types: the malicious validators, the censored validators and
the uncensored validators. We present the reward distribution
and the loss of the above three groups validator under the
majority attack. Suppose there are N validators in committee
I, n̂ malicious validators, k̂ censored validators and the
total reward for each round is R. It is obvious that each
every validator contributing to a PoS blockchain’s work earns
R/N if no one is malicious. But if there exist the malicious
validators, according to Vitalik’s idea [21], we have the reward
−k̂)
. Thus, we have the loss function
distribution function: R(N
N2
l1 for each censored validator and the loss function l2 for each
uncensored validator:
l1 =

R
.
N

(2)

(3)

C. Validator Utility Model
According to the Ethereum 2.0 design, the validators will
be randomly selected from the validator pool into the different
sharding committees. Thus, there exists a variety of validators
with different stakes or savings. We ﬁrst classify the users into
different types: type-1, type-2, ..., type-N. The classiﬁcation
criterion is based on their savings in blockchain. Let θi
represent the type, and the type θi follows the inequation:

A. Discouragement Attack Model
Discouragement attack means that the malicious validators
controlled by the attacker acting illegally inside the PoS consensus mechanism in order to reduce other validators’ revenue.
Speciﬁcally, the malicious ones censor some of the honest
validators’ signing results, and control the result by holding a
certain amount of stake. Thus, the censored validators would
gain nothing because their signatures are not included in the
ﬁnalized results. As a result, the honest validators would refuse
to sign or vote any more and be ofﬂine gradually. And the
malicious ones control more and more stakes and rewards.
Finally, the attacker behind them can initiate the doublespending attack, censorship attack or any other kind of attack
on the chain by manipulating the ﬁnalized blocks.
Suppose N is the total number of the validators in the
validator pool, M is the malicious validators, n̂ is the threshold
of validators for conﬁrming the results, and N is the total
validator number.
For a certain committee I, we model the attack as a
binomial distribution variable. Thus, the attack probability A
can be expressed as follows:
n̂−1
 N 
(M/N )k (1 − M/N )(N −k) .
(1)
A=1−
k

R(N − k̂)
R
Rk̂
−
= 2.
2
N
N
N

θ1 < θ2 < ... < θN .

(4)

In order to determine the appropriate delay for the different
types of validators and maximize the proﬁts of the blockchain
infrastructure provider and the cyber insurer, we ﬁrst set
the contracts between the blockchain infrastructure provider
and the validators as: (di , ci ), where di is the delay for the
validators when they can apply to exit or switch, and ci is the
claim that they can get from the insurance. That means, the
validators have to keep their online time and online activities
to obtain the sufﬁcient insurance claim. Otherwise, they would
be punished or at a high risk of reward loss.
For type-i validators, the utility that can be obtained from
the insurance contract (di , ci ) i s as follows:
uv(i) = Aβ1 θi ci −

di R
di
E(loss) + (1 − A)β2
− ωdi , (5)
T
T N

where β1 and β2 are the evaluation factors for ci and R,
T is the time slot of one round, E(loss) is the expected
loss of a validator when the discouragement attack occurs,
and ω is the expected unit cost of the validators keeping
online. Thus, the ﬁrst term of (5) is the evaluation function
of insurance claim, the second term denotes the expected
loss of the delay di and the third term is the expected
reward obtained from the blockchain networks. Note that every
validator has the probability of being censored in each round.
Suppose the malicious validators initiate the censorship attack
on the validators randomly, and the expected number censored
validators is k̂ considering the cost and beneﬁt. Thus, we have
the expected loss function for the validators:
E(loss) = A

(N − k̂ − n̂)
k̂
l1 + A
l2 ,
(N − n̂)
(N − n̂)

Rk̂(N − k̂ − n̂)
Rk̂
+A
,
=A
N (N − n̂)
N 2 (N − n̂)

(6)

where k̂/(N − n̂) denotes the probability of being censored,
and (N − k̂ − n̂)/(N − n̂) denotes the probability of not being
censored.
Therefore, the objective of type-i validators is to maximize
the utility obtained from the insurance contract (di , ci ), described by
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max

(di ,si )

Rk̂
di
A
T
N (N − n̂)

di R (7)
Rk̂(N − k̂ − n̂)
+ (1 − A)β2
+A
2
N (N − n̂)
T N
− ωdi ≥ 0.

uv(i) = Aβ1 θi ci −

D. Blockchain Utility Model
In a blockchain network with shards (e.g., Ethereum 2.0 [5]),
the beacon chain records all the administrative information
within the network. Thus, we consider the block managers of
the beacon chain can be considered as the temporary leaders,
who are responsible for designing the contracts for all types
of the validators. The proﬁt obtained from a type-i validator
is deﬁned as
UB(i) = π(θi , di ) + u(θi ) − σ(di , γ) − v(di , R) − Pi ,

(8)

where π(·) is a monotonically increasing function for evaluating the online deposit of the type-i validators with π  > 0 and
π  ≤ 0, u(·) is the function for evaluating the market value
contributed by the online deposits, with u > 0 and u ≥ 0,
σ(·) is the function for evaluating the loss of market value that
is caused by the type-i validators based on its delay di and the
risk factor γ, with σ  > 0 and σ  ≥ 0, v(·) is the total reward
that is assigned to the validators, with v  > 0 and v  ≥ 0,
and the last term is the premium that is submitted to the cyber
insurer. Intuitively, the longer delay and the higher type offer
the more proﬁt for the blockchain network.
Therefore, the objective of the blockchain is to maximize
the utility obtained from the validators of all types with the
pre-estimated probability distribution λi is
max

(di ,ci )

UB =


i∈N

And then, we obtain a new problem by reducing the constraints. Finally, the optimal result can be obtained through
the mathematical tools.
A. Problem Formulation
Before formulating the problem, we ﬁrst introduce two
necessary principles under the contract theory framework [20]:
Individual Rationality (IR) and Incentive Compatibility (IC).
IR means that a rational validator will accept a contract only
when the utility provided by the contract is larger than zero,
i.e.,

di
Rk̂
uv(i) = Aβ1 θi ci −
A
T
N (N − n̂)

(11)
di R
Rk̂(N − k̂ − n̂)
+ (1 − A)β2
+A
N 2 (N − n̂)
T N
− ωdi ≥ 0.
For the cyber insurer, he would design a contract to maximize his own proﬁt. In this paper, we consider that the insurer’s
proﬁt not only includes the difference between the premium
and claim, but also includes the investment of the insurance
premium [22]. Thus, the IR rules for the cyber insurer can
be described as accepting the contract only when his utility is
larger than zero, i.e.,
P − AC ≥ 0.

IC means that a type-i validator can only obtain the maximum proﬁt by choosing the contract (di , ci ) rather than all
the other contracts (dj , cj ) (∀i, j, i = j), i.e.,
uv(i) (di , ci ) ≥ uv(i) (dj , cj ).

λi π(θi , di ) + u(θi ) − σ(di , γ)
max

(9)

(di ,ci )

UB =


i∈N

− v(di , R) − P.


λi π(θi , di ) + u(θi ) − σ(di , γ)
(14)



− v(di , R) − P,

E. Cyber Insurer Utility Model
According to the previous analysis, the cyber insurer provides the claim C for the validators to relieve 
the loss caused
N
by the discouragement attacks, where C =
i=1 λi ci . But
it would receive the premium submitted by the blockchain
service provider instead of the validators. It is clear that
insurer’s revenue is the difference of the premium and the
claim. The utility function of the cyber insurer is as follows:
UC = P − AC,

(13)

Therefore, we can formulate the optimal problem as follows:




(12)

(10)

III. C ONTRACT D ESIGN
In this section, we ﬁrst formulate the problem among the
validators, the beacon chain and the cyber insurer. With the
consideration of all parties’ proﬁts, we present the proof of
individual rationality and incentive compatibility constraints.

s.t.

(a)

Rk̂
A N (N
−n̂)

k̂(N −k̂−n̂)
R
+A RN
+ (1 − A)β2 dTi N
2 (N −n̂)

Aβ1 θi ci −

di
T

−ωdi ≥ 0,
(b)

P − AC ≥ 0,

(c)

uv(i) (di , ci ) ≥ uv(i) (dj , cj ),

(d)

θ1 < θ2 < ... < θN .

wherein (a) and (b) are the IR constraints, (c) is the IC
constraints, and (d) is the monotonicity condition. Although
(14) is not the convex problem, we can obtain the optimal
solution in the following steps.
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B. Optimal Contract Solution
In this section, we ﬁrst cut down the number of the constraints according to the IC and IR rules, and then obtain a
new optimal problem with the reduced constraints. Finally, we
can easily determine the optimal solutions by the mathematical
tool.
Lemma 1: The IR constraint of type-i (∀i ∈ {2, ..., N})
validator holds only when the IR constraint of type-1 validators
is satisﬁed.
Proof 1: According to the IR rules (11) in Section (III-A),
for type-1 validators, we have

d1
Rk̂
A
uv(1) (d1 , c1 ) = Aβ1 θ1 c1 −
T
N (N − n̂)

d1 R
Rk̂(N − k̂ − n̂)
+ (1 − A)β2
+A
N 2 (N − n̂)
T N
− ωd1 ≥ 0.
(15)
According to the IC rules (13) in Section (III), for type
∀i ∈ {2, ..., N}, we have
uv(i) (di , ci ) ≥ uv(i) (d1 , c1 ).

According to the IC constraints, for given three adjacent
types,i.e., type i − 1, type i and type i + 1, which follow
∀i ∈ 2, . . . , N − 1 , we revise the equations (16) and (17),
and then have the following two inequations:

(18)

Thus, we complete this proof and demonstrate that only
when the IR constraint of type-1 is kept, can the others be
also satisﬁed.

Lemma 2: There are four deﬁnitions regarding the IC
constraints between type-i and type-j (∀i = j):

(a) If ∀j ∈ 1, ..., i−1 , the constraints are called Downward
Incentive Constraints (DICs).
(b) If j = i − 1, the constraint is called Local Downward
Incentive Constraint (LDIC).
(c) If ∀j ∈ i + 1, ..., N , the constraints are called Upward
Incentive Constraints (UICs).
(d) If j = i + 1, the constraint is called Local Upward
Incentive Constraint (LUIC).
With the monotonicity conditions, the DICs can be reduced
as LDICs and the UICs can be reduced as the LUICs.
Proof 2: All of the validators are classiﬁed into different
types, and there exists the IC constraint between any two
types. As a result, there are too many IC constraints in total,
which will increase the difﬁculty of computation. Here we will
prove that all of the IC constraints can be reduced as LDICs.
Consider three adjacent types,
 i.e., type i − 1, type i and type
i + 1, which follows ∀i ∈ 1, ..., N − 1 . According to the
IC constraints, then we have the following two inequations:

uv(i) (di , ci ) ≥ uv(i) (di−1 , ci−1 ).

(20)

(θi+1 − θi )Aβ1 ci ≥ (θi+1 − θi )Aβ1 ci−1 .

(21)

To proceed the reduction of IC constraints, we add (21) to
the inequation (20), and obtain a new inequation i.e.,
uv(i+1) (di , ci ) ≥ uv(i+1) (di−1 , ci−1 ).

(22)

Combine the inequation (19) and (22), we can easily get:
uv(i+1) (di+1 , ci+1 ) ≥ uv(i+1) (di−1 , ci−1 ).

(23)

Repeat the steps described above, we can obtain the following constraints:
uv(i+1) (di+1 , ci+1 ) ≥ uv(i+1) (di−1 , ci−1 )
≥ uv(i+1) (di−3 , ci−3 )
≥ ...
≥ uv(i+1) (d1 , c1 )
≥ uv(1) (d1 , c1 ).

Then based on the monotonic condition (4), i.e., θi > θ1 ,
we have
(17)
uv(i) (c1 , c1 ) ≥ uv(1) (d1 , c1 ).

uv(i) (di , ni ) ≥ uv(1) (d1 , n1 ) ≥ 0.

(19)

According to the momotonicity condition θi+1 > θi and
di ≥ di−1 , we have the inequation:

(16)

Obviously, for given (15), (16) and (17), we can come to
the conclusion that

uv(i+1) (di+1 , ci+1 ) ≥ uv(i+1) (di , ci ),

(24)

Similarly, for the type θi−1 and all the contracts which
follow ∀i ∈ {2, ..., N}, we can easily obtain the following
inequations by the same steps above:
uv(i−1) (di−1 , ci−1 ) ≥ uv(i−1) (di+1 , ci+1 )
≥ ...

(25)

≥ uv(i−1) (dN , cN ).
Therefore, we present the proof that if the LDICs are
satisﬁed, all the DICs also hold, as well as the LUICs and
UICs proved in (25).

With the reduced constraints, the optimization problem (14)
can be redeﬁned as follows:
 
max UB =
λi π(θi , di ) + u(θi ) − σ(di , γ)
(di ,ci )

i∈N

(26)



− v(di , R) − P,
s.t.

(a)

Aβ1 θ1 c1 −

Rk̂
A N (N
−n̂)

k̂(N −k̂−n̂)
R
+ (1 − A)β2 dT1 N
+A RN
2 (N −n̂)
d1
T

−ωd1 = 0,
(b)

P − AC = 0,

(c)

uv(i) (di , ci ) = uv(i) (di−1 , ci−1 ).
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(a) The optimal delay di for validators of the dif- (b) The optimal insurance claim ci for validators of (c) The maximized proﬁt that is contributed by
ferent types.
the different types.
validators of the different types.
Fig. 2. The optimal insurance contract (di , ci ).

After substituting (28) into (30), we have a new problem as
follows:
di R
α2
α3
1
UB (i) = g1 θi dα
i + g2 θi − g3 γdi − g4
TN
(31)
i−1
(e2 − e1 + ω)di + j=1 Δj
−
.
β 1 θi

TABLE I
PARAMETERS S ETTING
Parameter

Value

Validators Setting

N = 1000, M = 500, N = 100
n̂ = 50, k̂ = 25
β1 = 1, β2 = 0.1, γ = 1
g1 = 15, g2 = 1.5, g3 = 10, g4 = 0.01
α1 = 1, α2 = 2, α3 = 2
R = 100, T = 0.01
ω=5
λi =0.1

θ ∈ 1, ..., 10

Weight Parameters
Exponent Parameters
Reward and Time Slot
Unit Cost
Probability Parameter
Total Types

Therefore, we have the ﬁrst derivative of di as follows:
∂UB (i)
(α −1)
(α −1)
= g 1 α 1 θ i di 1
− g3 γα3 di 3
∂di

(32)

R
(e2 − e1 + ω)
−
− g4
,
TN
β 1 θi
Next, by differentiating

To solve the problem (26), we set
Δj = (θj+1 − θj )Aβ1 cj .

(27)

Then we add all the N IC constraints together and get
i−1
if i = 1,
j=1 Δj
uv(i) (di , ci ) =
(28)
0
if i = 1.
Thus, we can obtain the following equation according to
(28):
⎧
i−1
⎨ (e2 −e1 +ω)di + j=1 Δj if i = 1,
Aβ1 θi
(29)
ci =
⎩ (e2 −e1 +ω)d1
if i = 1.
Aβ1 θ1

ARk̂(N −k̂−n̂)
k̂
where e1 = (1 − A) βT2NR , e2 = T NAR
(N −n̂) + T N 2 (N −n̂) .
Without losing generality, we suppose the that n̂ = 12 N ,
without regard to the cumulative probability
of other cases (i.e.,

n̂
n̂ > 12 N ). Thus, we have A = N
(M/N
)
(1−M/N )(N −n̂) .
n̂
α1
Besides, we set π(θi , di ) = g1 θi di , u(θi ) = g2 θiα2 ,
3
σ(di , γ) = g3 γdα
i , and v(di , R) = g4 di R/T N , where g1 , g2 ,
g3 , g4 , α1 , α2 and α3 are the pre-deﬁned weight coefﬁcients.
Thus, the beacon chain can obtain the proﬁt from type-i
validators is as follows:
α2
α3
1
UB (i) = g1 θi dα
i + g2 θi − g3 γdi − g4

di R
− Aci
TN

(30)

∂UB (i)
∂di

with respect to di , we have

∂ 2 UB (i)
(α −2)
= g1 α1 (α1 − 1)θi di 1
∂d2i
− g3 γα3 (α3 −

(33)

(α −2)
1)di 3 .
2

UB (i)
=
Set α1 = 1 and α3 = 2, then it is clear that ∂ ∂d
2
i
−g3 γα3 (α3 −1) < 0. Therefore, the optimal problem function
is a concave function, we can obtain the optimal result by
setting the ﬁrst derivative as zero:

di =

g1 θi −

g4 R
TN

−

2g3 γ

e2 −e1 +ω
β 1 θi

.

(34)

IV. S IMULATION R ESULTS AND N UMERICAL A NALYSIS
In this section, we ﬁrst list the parameters setting in Table
I, then obtain the optimal contracts (di , ci ) for all the types
of validators, proving the feasibility of such contract-theoretic
scheme by showing the proﬁt of the beacon chain. Also we
compare the utilities of the different-type validators.
As shown in Fig. 2(a), we can observe that the optimal
withdraw delay increases along with the types, which conforms
the closed-form solution (34). From Fig. 2(b), we can see
that the optimal insurance claim grows along with the type
increases. But apparently, the growth rate decreases along with
the type. Both of the ﬁgures prove the monotonicity of the
optimal contract (di , ci ).
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Besides, the cyber insurer can also beneﬁt from the insurance
premium. With few research works on the discouragement
attack, we analyze the attack model ﬁrst, and then explore
the cyber insurance idea under the contract theory framework.
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